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Tangipahoa 
Case Study

Electronic Searches
 Facts: Officer detains a vehicle, finds CDS.

 Can officer search the telephone found in the car 
incident to arrest?

 F: Officer obtains consent to search a 
vehicle.
 Is the search of a cell phone found in the car 

permissible?

 F: Officer obtains search warrant for CDS in 
residence.
 Can cell phone found in the house be seized and 

searched without procuring another warrant?
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Electronic Searches-Scenarios
 During the search of a phone, 

text messages and videos are 
found. 
 Any problems entering into 

evidence the results of this 
search??

 Under any of the preceding 
scenarios, 
 If the phone rings while in the 

officer’s possession and during the 
investigation, can the officer 
answer for the suspect??

Electronic Searches 
 Is a search warrant or subpoena 

needed to procure cell tower 
historical data??

 When procuring an order for a pen 
register and trap and trace, can 
cell tower tracking locations of the 
target phone be included??
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Electronic Searches
In the event your officers 

possess devices to perform 
cell phone tracking without 
access to a provider, are 
those searches constitu-
tionally permissible?

Electronic Searches
Can a license plate reader 

be profiled?
Can Western Union bulk 

data (Louisiana to border 
states) be obtained via 
subpoena and profiled?
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Phone Basics
 Call detail record logs
 Incoming and outgoing text 

messages, (difference in pro-
viders? Also, see electronics 
surveillance act)

 GPS of the mobile device for 
suspect’s phone number.

 Emails

La. Cases on Cell
Phone Search

 St. v. Bone, 107 So. 3rd 49 (2012) -
Homicide Case; 5th Circuit Court of Appeals

 State filed Art. 66 Subpoenas to 
Sprint/Nextel for account information, 
call detail records, incoming/outgoing 
text messages, and GPS of the mobile 
device of the suspect’s phone number.
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Bone
 Defense:

 Subpoena violated the 4th amendment and the 
Electronic Communications Privacy Act 
(probable cause to get text messages)+ he had 
an expectation of privacy in the text messages.

 State:
 Relies on the Inevitable Discovery Exception to 

the warrant requirement and/or any error in the 
admission of these responses is harmless.

State Law
 Court Held: 
Obtaining text messages did violate the 

4th amendment but in the context of this 
case, it was harmless error.

 Test messages – probable cause required 
for account information, call detail 
records,  and GPS of the mobile device of 
the suspect’s phone number – subpoena 
sufficient
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A Word About Subpoenas
 C. Cr. P. Art. 66-A 
Upon written motion 

of the AG or DA 
setting forth 
reasonable grounds 
therefore, the court 
may order the clerk to 
issue subpoenas….

Subpoenas
RECOMMENDED:
Attach affidavit to subpoena with 

facts that show it should issue!
Do not characterize the facts as 

reasonable suspicion or probable 
cause. Leave that to the courts if 
challenged (State v. Pou)
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Subpoenas
 Is the 

subpoena 
process 
inheritably a  
search that 
violates the 4th

amendment??

Obtaining Incoming Text 
Messages

 BUT what about R.S. 15 1303 it shall be 
unlawful to:
 (1)Willfully intercept, endeavor to intercept or 

procure any other person to intercept, any wire 
or oral communication;

 (4)Willfully use or endeavor to use, the contents 
of any wire… or oral communication, knowing or 
having reason to believe that such information 
was obtained through the interception of a 
wire….communication….
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Federal 5th Circuit Ct. Of Appeals

U.S. v. Finley, 477 F. 3rd 250, Nov 26, 2007

Fact:
 Buy / Bust of Meth. Finley driving 

truck used for the sale; detained 
by police. Phone seized from 
Finley’s person, but belonged to 
employer / plumbing Company. 
During questioning the phone is 
searched and Defendant 
confronted with the information.

Federal 5th Circuit-Search
of Cell Phones

 Finley argued that the police had no 
right to search his cell phone without a 
warrant.
 Holding: Officers could search cell 

phone incident to arrest.
 Note: In addition to phone numbers and 

call records, text messages were also 
searched in the Finley’s phone; also see 
US v. Curtis, 635 F. 3rd 704.
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Federal 5th Circuit Cell Phone 
Searches

 U.S. v. Zavala, 541 F.3rd 562, 5th Cir. Court 
of Appeals, August 22, 2008
Fact:
Following defendant’s granting of a consent to 
search his vehicle, his cell phone found in the 
vehicle was searched.
Held:
Consent did not extend to search of cell phone, 
plus the search was beyond the scope of a lawful 
protective search.

Current Status of the Law- Other 
Federal Circuits

 U.S. v. Santillan, 571 F. Supp. 2nd 1093, 
U.S. District Court for Arizona
Fact: 
Immigrations Officers believed the 
defendant who was jogging back and forth 
next to highway walking on cell phone was 
a spotter for drug haulers (three trucks 
obviously modified for drug hauling were 
being directed when to enter highway).
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Federal Circuits-Cell Phone 
Searches

Held:
Defendant arrested based upon 
Probable Cause. Seizure of Cell 
Phone justified under plain view and 
exigent circumstances.  Search of 
Cell phone valid incident to arrest 
and exigent circumstances justifies 
warrantless search of cell phone.

Federal Circuits-Search of Cell Phones

 US v. Wurie, 728 F. 3rd 1 ,Fed. 1st Cir. 
Court of Appeals; May 17, 2013
 Held: 

Search incident to arrest did not 
authorize exception did not authorize 
the warrantless search  of data on a cell 
phone seized from arrestee’s person. 

 Note:
Important to read  prior to suppression 
hearing. Extremely extensive analysis.
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Current Status
U.S. Supreme Court

 2013-2014 Term  (Briefs)
 Riley v. California (Docket #12-132) 

has now reached the Supreme court 
and the Writ Application is now 
pending.

 The petition provides a full recital of 
the depth of the conflict among the 
lower courts on the question of search 
of cell phones.

Cell Tower Historical Data
In Re: 

APPLICATION FOR PEN REGISTER AND TRAP/TRACE DEVICE WITH 
CELL SITE LOCATION AUTHORITY 396 F.Supp.2d 747 United 
States District Court, S.D. Texas, Houston Division, No. H–05–
557M. Oct. 14, 2005

The government asked a magistrate judge to 
approve a request to two cell phone companies for 
60 days of cell phone location records as part of a 
routine law enforcement investigation. The judge 
denied the request, saying it was necessary for the 
government to get a warrant based on probable 
cause before it could obtain the records.
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Cell Tower Records
 The case was argued to the Fifth 

Circuit in October 2, 2012 in New 
Orleans.  In July 2013, the Fifth 
Circuit reversed the lower court in a 
2-1 decision, ruling that law 
enforcement didn't need a search 
warrant to access historical cell site 
records.

Cell Tower Data
Practically, what are service 
providers now requiring??

Can cell tower information be 
obtained without going 
through the service provider??
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Answering Arrestee’s 
Cell Phones

 U.S. v. Gomez, 807 F. Supp. 2nd 1134, 
August 11, 2011 United States District 
Court for the Southern District of Florida.
 Although defendant had reasonable 

expectation of privacy in his cell phone, 
when cell phone rang numerous times and 
agents saw on caller ID it was another 
individual suspected in the case.

Answering Defendant’s 
Cell Phone

 The court further found that the facts met the 
test for an exigent search which justified 
answering the phone call.

 The test is whether the facts would lead an 
experienced agent to believe that evidence 
might be destroyed before a warrant could be 
obtained. (albeit danger of flight, harm to 
officers and general public, destruction or 
concealment of evidence, etc. are also factors.
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Answering Defendant’s Cell 
Phone

 See U.S. V. De La paz, 43 F. Supp 2nd

370 (S.D.N.Y.) for analysis of phones 
answered during search warrants.

 U.S. V. Panda, 289 F. Supp. 2nd 1291 
(D. Kan 2003)
 The recorded phone numbers in a 

cell phone’s memory are not 
contents of a communication.

Answering Defendant’s 
Cell Phone

See U.S. v. Lopez-Cruz, 
2013 U.S. app. Lexis 
18930 (9th Cir. Cal. Sept. 
12, 2013) for opposite 
holding.
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Electronic Searches-Generally
 License Plate Readers: 
 Can the data be procured and the 

information searched for specifics and 
even profiled?

 Is any court authority needed?
(Ex.-border crossings by ICE, LSP License Plate 
readers).

 Can non bank money transmitter information 
be secured via subpoena and searched 
proactively?

Wire Intercepts ??
There may be a wire 
intercept case coming to 
your district………….
R.S. 15:1302
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